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Abgract: Criminal intelligence, as a process, offers the law enforcement a coherent, rational, and
consistent methodology in dealing with terrorism. There are several analytical techniques and
products that can be utilized when dealing with terrorism. However when applying analysis in anti-
terrorism efforts, the technique of providing threat assessment is critical. Criminal intelligence
analysts can accomplish analysis and risk assessment through three phases. inventory phase, risk
assessment phase and sharing information phase. But in order to achieve results we need law
enforcement environment that views intelligence as a precondition to effective policing, rather than
as supplement. This paper focuses on how to use the criminal intelligence process and certain
analytic techniques in anti-terrorism activities and elaborates the implementation of the Criminal
Intelligence Analysis (CIA) as the only approach to achieve an effective proactive and responsive
anti-terrorism program.
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1. INTRODUCTION

There are many definitions of the term terrorism, however, none is universaly accepted. Indead of
providing a definition, for the purpose of this pgpe, the folowing is a lig of common
characterigtics of terrorism: 1. an act or threat of violence; 2. used to creste an atmosphere of fear or
coercion, 3. used to further a politicd or socid purpose. Teroridic acts differ from many other
violent cimes in ther complexity and planing and they often reguire sSgnificant financing,
numbers of participants and coordination [16; 118]. Andysis is just as key in responding to terrorist
acts as it is in helping prevent or deter terrorism because an actud terrorist atack is trested as a
cime scene and thus the materids gathered can be andyzed to determine who perpetrated the
atack and how [20; 82] but the term anti-terrorism refers to those activities that seek to prevent the
execution of terorig acts This is different from the term counter-terrorism, which are those
activities that respond to terrorist acts once they have occurred [21; 2]. The key to an effective anti-
terrorism effort is inteligence that is andyzed information. Intdligence can be percaved as a
product, process and organization. Irtelligence, as a process, offers the law enforcement a coherent,
raiond, ard condgtent methodology in deding with terrorism. Inteligence is dso the end product
of the information, which has been subject to the intdligence process [13; 2]. The development of
inteligence should not be confused with traditiond investigative work [13; 5]. Although the two are
rdated, the invedtigative reporting is evidentiay in nature and the intdligence reporting should be
viewed as an ealy waning sysem. Inteligence, as a product of knowledge, is designed to provide
foreknowledge and warning; as such, it is intended to be an integrd pat of government decison
meking process [10; 7]. The concept of “process’ over “product’ is a dgnificant issue in andyds
today. Process trandates into an in-depth approach to extract meaning from the fact, where a
product focuses on charting and other mere reflections of the data so0 the way in which andyss is
being done and taught should be changed to emphasze meaning [18; 1]. Generdly, there are the
three key Sages recognized in generaing intdligence collection of raw daa carying out andyss
and gengaing intdligence products [3; 35] but the inteligence process in casicd context condsts
of the five phases pamning, colection, collaion, andyss and disssmination [24; 428]. Globd
definition of the crimind intdligence introduces the concept of a systematic gpproach to crimind
datalinformetion collection, collation and evauaion. The caimind intdligence process condsts of
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nne dages planing, collection of informetion, assessment of informetion vdidity, collation of
information, andyss of information, assessment of andytical rigor and vdue dissmination of
intelligence,  gpplication of intdligence and review and assessment of crimind  intelligence
project/function/unit [22; 1]. Brincka and Kopd diginguish data and informaion in a way that the
data is formdized presentation of the facts and the findings suitable for interpreting and processng
whilg information is meaning dlocated to the daa by using conventions for ther interpretations [5;
151]. Therefore, collection of the daa is to become the second phase, assessment of the daa
vaidity (data and source) is to become the third phase and collaion of the data is to become the
fourth phase of the intelligence process. The fight againg terrorism cdls for locating and measuring
tarorig riks andyzing informaion and usng intdligence to gquide opedions [20; 77).
Treditiondly, lawv enforcement organizations have focused on collecting data and soring
information, sometimes ignoring the need to andyze and draw meening from those daa But the
type of work required to respond to terorism is virtudly impossble without trained intdigence
andyss and this atide provides direction on how to accomplish andyds and risk assessment
regarding internationd or domedtic terrorist activity.

2. CRIMINAL INTELLIGENCE ANALYS SAND INTELLIGENCE LED-POLICING

Gottlieb [8; 13] defines the cime andyss as a st of sysdemdic, andytica processes directed at
providing timely and pertinent information (note of author: intdligence) and Atkin [4; 2] defines the
aimind intdligence as a product of cimind intdligence andyds aout crimings  and/or
cimindity. The cimind intdligence andyss (CIA) is defined as a process of daa collection,
manipulation, and interpretation, which integrates sructured methodology with intdlectud  kill to
extract principles and meaning, and thus generates a product, namey an enhanced view of crime
and/or crimindity, generdly in support of a law enforcement god [4; 3]. Petarson [17; 2] defines
the object of crimind inteligence andyds as "to atrive & conclusons and make recommendations
for action'. Crimind intdligence andyss adso endbles the law enforcement manegers to dlocate
the agency's limited resources more effectivdy and efficiently on the more serious crimind
problems. Regarding terrorism andyss can be described as the examingtion of raw intelligence data
that enables the andys to uncover possble terrorism trends and provide appropricie invedtigative
management [7; 2]. The fight agangt terorian requires the current concept of the crimind
intdligence andyss which used to be tacticdly oriented and passve in practice so far, to be
expanded to incorporate active intdligence gatheing and an  inte-agency, interdisciplinary
goproach to improve the intdligence base An adtive, god-oriented inteligence gathering hes to
become an integrd part of dayto-day andyss in order to sugan the vaue of andytica results and
promote the setting of appropriate priorities [23; 22-23]. But, the red problem in proactive policing
is to quarantine sufficient resources to dlow critical drategic inteligence projects to make progress
without risk of inteference from more immediagte operationd imperatives [11; 36] and the
integration of intelligence with operaions is dealy the answer to efficiently managing investigaive
resources [6; 5558]. The Crimind Police Directorate, Minidry of Interior of Republic of Croatia
implements intdligence ledpolicing (ILP) as a modd of policing in which inteligence serves as a
guide to operetions [1; 1], rather than the reverse and is predicated on the effective and efficient
production and gpplication of inteligence. The intdligence ledpalicing (ILP) implies that there is a
need for generdting intdligence and that intdligence is used to lead policing. This hes to be
accomplished through an environment that views intdligence as a precondition to effective
policing, rather than as supplement [19; 13]. Although there are severd methods and modds of
usng intdligence to lead policing dl intdligenceled poliang modds exhibit key common features,
a the following: 1. Production of the accurae and timey andytic products and inteligence
rdevant to the operationd gods, which describe the nature and extent of problems affecting
juridiction of the organization. 2. The use of these andytic and intdligence products to develop
and guide drategy, operationd planning or any action that addresses these problems. 3. Continuing
monitoring and evduaion to delemine the impact of action upon the problems and ongoing
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development to encompass chenge and/or improvement as necessary [19; 15]. In the intelligence
literature writers have discussed different type of andytic or inteligenceled gpplication in
combating terrorism.  Collection plans, trend andyss telephone record andyss bank  record
andyds and draegic intdligence assessments as andyticd techniques and event-flow charts and
asocidtion chat as products can be utilized when deding with terrorism. However when gpplying
andysis in anti-terrorism efforts, the technique of providing threat assessment is criticd [19; 28].

3. APPLICATION OF CIA IN ANTI-TERRORISM: THREAT ASSESSMENT

Andytical techniques can be used in proactive and reective terrorist investigations and andytica
techniques utilized during proective invedigations include assessments of a group's potentid threet.
As a result of these threat assessments, actions may be taken to increase security for events,
individuds or places [16; 118]. The firgd objective intdligence should am &, is a prediction which
means to supply warning to the rdevant authorities of a devdoping terorisg threst or to supply
warning of the posshility or probability of such threat [25; 63]. A threat assessment is a draegic
document that looks a a group's propendty for violence or crimindity, or the possble occurrence
of a aimind adivity in a certan time or place [16; 56-57] and originate from military intelligence
regarding product warning inteligence [12; 91]. By collecting information on various indicators a
levd of threat potentid of a particular group can be edtimated. Threat assessments provide an
informed judgment on intentions and capabilities of a terrorit group and can be used to focus
investigetions on those groups with the gresiest propendty for violent actios. As part of threat
asessments andyst have to make recommendations, which alow management to dlocate resources
and take necessary actions [19; 28]. Threat assessments evduate the characteridtics, andyze the
risks, and meesure the violence potentid associaed with crimind extremist or terrorist group and
these assessments are used for tecticd and drategic purposes by law enforcement authorities to
target and neutrdize the groups before they commit crimes of violence [15; 1]. Key to the
invedigaion of terrorism is gathering, andyss and shaing of information [16; 117] S0 the anti-
terrorism andyss can be broken into three steps inventory, risk assessment and dissemination [20;
77]. The inventory phese combines collecting raw daa with organizing and evduding that daa
The first step is that potentia sources of threats must be determined and these sources may include
domedtic terrorist groups or internationd terrorist groups. Yariv [25; 66] dressed the importance of
collecting information on terorid groups or organizations through the use of a collection plan.
Regarding open sources gppropriate exploration should be done to determine if any recent events
have occurred that might impact these groups. Once potentid sources of threats are known or
suspected, then the potentid targets may be determined. The andyst should not ignore targets of
opportunity that are targets presented by specid occasions cdebrations, vists from dignitaries ec.
Vulnerability assessment is another useful arti-terrorism tool but it should not be confused with
threet assessment. While not amed a a teroris group, vulnerability assessment focus on
messring the threat potentid & a cetan locaion or event [19; 28]. The table cdled "Target
Inventory” then should be made In this table andyss write locations and then looks a ther
vulnerability to attack, their current level of security, and the impact any attack might have,

Table 1., Target Inventory [20; 79

L ocation Probability of Threat to Impact of Total
Attack ! Security? Attack ® Scoring

The vdue of the cdls can be low, medium or high and the scores are then computed to determine
which targets are the most vulnerable and have the highet damage potentid to the community.
When the possble sources and targets of thrests are compiled, the potentid wegpons (and the

! Probabil ity of attack refersto the likelihood of that |ocation being chosen as atarget.
% Threat to security refersto the probability that security at the location could be breached.
3 Impact of attack refersto the number of people who may be harmed by an attack.



vehicles that might be used to convey the wegpons) that might effectively be used agang these
targets by the sources can be compiled. At this point a table “Group Indicator” should be done.
This table shows the groups with pre-incident indicators and the groups are scored with those
exhibiting the highest number of indicators receiving the highest scores.

Table 2., Group Indicator [20; 79|

Previous - . .
Threats ) Criminal Funds Predicates | Intelligence | Weapons .
Group Made Vf?;t Activities | Generated | Elsawhere | Gathering Buildup Travell - Scoring

Once gppropricte materid is gathered, it must be evauated in keeping with the intdligence process,
which means thet the rdidbility of the sources and the vdidity of the information should be
quantified. This dlows the andys to place proper vdue on the daa and give it the appropriate
weight when forecaging the potentia acts to occur. Key to determining the level of threat posed by
terrorist groups is assessing the magnitude of threstened harm, the likdihood of occurrence and the
immediacy of the threat [14; 17. To messure the threat level based on group evauation
characteridics, crimind predicate andyss, taget andysis and the consequences of intervention we
can make a threat assessment marix with ratings of low, medium and high [14; 23]. The andys
must evduae severd characteridics to identify the exisence and type of group and the following
table format provides comprehensive threat assessment for each group.

Table 3., Comprehensive Threst Assessment Table[14; 19-23]

Group Criminal Target Consequence
Characterigtics Predicate Analvsis of
Evaluation Analysis y Intervention”
Threat | deology Tactics Crimes Probability Targets Probability
Level and and and and and and
Operations® | Membership® | Capability’ | Violenc€ | Vulnerability’ | Damage®
Low™
Medium®
High'®

Condudons about the probability that the threat will maeridize into action dong with
recommendations for countermessures must be made. These recommendations presume knowledge
of the andys of wha actions are avalable to the lav enforcement agency and feesbility of those
actions [16; 57] and it is dso suggested to make an andyss of the possble dternatives [9; 101].
Intelligence gaps can provide guidance for collectors and must be incduded in recommended actions
and asessments should dso date what is not known. The two possible report formats included in a
typicd anti-terrorism andyds are ssenin Table 4.

* There are adverse implications for law enforcement authorities responding to threat. The actions taken by law

enforcement agencies in response to a threat will generate a reaction on the part of the terrorist group, as well as a
reaction from the public and these reactions must be taken into consideration when an action is considered.

> Group exists, has geographic area of activity and access to targets.

6 Group has method of operations and a membership committed to violence in support of its goals.

” Group has been involved in crime or is capable of committing crime.

8 Group has propensity for violent acts and states intention to committhem.

o Targets are susceptible to acts of violence.

OTargets will probably attack; damage could be significant.

1 Little, or no, threat. The groups are upset but involved in little focused action other than nonviolent protests.
However, the groups should be continuously monitored for strategic evaluation and analysis purposes.

2 Threat exists but does not appear imminent. The groups have focused attention and may become violent. Law

enforcement authorities need to be strategically aware of the groups' cfimes and prepared to tactically respond.

3 Threat is visible and distinctive. The groups have the destructive cause. All law enforcement precautionary measures
need to be employed and tactical response plans activated.
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Table 4., The two possible report formatsincluded in atypicd anti-terrorism andyss

Threat Assessment Report Format [19; 29]

Format for Intelligence Profileon Terrorist
Organization [2; 204]

Executive Summary Summary

Report

Group Characteristics |dentification _ _

| deology Name and abbreviation by which the group is commonly
Field of Operations known L . )
Tactics 3 ST, .

Membership RBHtS RlLIRGA JBMARL BRfRiEaH B L dmic)

Criminal Predicate
Types of Crime
Capability Factor
Probability Factor
Violence Potential

Historical development
Groups that influenced organization and training during
formative stages

Terrorist Mission and Strategy

Mission (definition of the organization's overall mission
Strategy (succinct statement of organization's current
objective(s) for carrying out its mission

Warning Signs

Weapons and Explosives
Cellular Structure
Military-Style Training
Intimidation

Current Targetsand Tactics

Political Activities (What terrorist acts are being carried
out? Who are the targets? To achieve what influence on
what audience? E.g. assassinate moderate leader to
intimidate others and enforce a "no-compromise-with-
the-enemy" policy. Does the organization carry out
terrorist missions to gain the release of its imprisoned
members?)

Funding Activities (Is terrorism amain source of
obtaining funds for the organization? E.g. bank robberies,
hijackings, kidnapping of business executives, holding
hostages for ransom. What acts of violence have been
carried out for this purpose?)

Tactics (How do action teams move to the objective? E.g.
Together? Separately? Use fal se passports? If so what
nationality, birthplaces indicated? How do they "case" the
objective area? What advance information do they appear
to have? Do they conduct their own surveillance of target
individuals? How do they gain access to atarget
installation? Do they take hostages? If so, how do they
treat hostages? What are their usual demands for release
of hostages?)

Potential Targets

Target Identification

Vulnerability

Probability of Attack (Threats or ideological
communications received from group. Smaller
incidents of disruption or disobedience that may
lead up to violence. A build-up of funds, or
weaponry, or membership, inthe group. Evidence
that the group has been planning, staging, or
gathering intelligence on targets.)

Damage Potential

Organization and Membership

Headquarters

Major concentrations of members and activities
Estimated number of members

Pattern of organization (E.g. country or regional
branches, cells, etc.)

Size, nature and location of target constituency
Principal leaders

Outside Support

Ideologically related organizations (fronts)

Propaganda support

Logistical support (especially from terrorist organizations
not related by ideological affinity)

Funding support

Consequence of Intervention

Current Status of MembersImprisoned in Various
Countries

Conclusion

Analysisof Behavior Under Stress

Recommendations

Chronology of Major Events




In generd, three levels of warnings may be disseminated: advisories™, aerts® and warnings™.
Terrorist  activities are often crossjurisdictiond  (even coss-border) and while the locd law
enforcement agency may collect and andyze data, the overdl scheme can only be seen & a larger
level. It is imperdive that a liason role exids between locad operations and involved date officers
and this should be twoway information sharing Sharing intdligence is often difficult within the
territorid domain of law enforcement, but the grester god of safety should rise above this
territoridism.

4. CONCLUSION

The teroridic activities require both proactive and reective investigation and the type of andyticd
products, which can be used in the invedigaion of terorigic activities, depend on the naure
(proactive or reactive) of the invedigation [16; 116-117]. Reactive terrorism investigaions mirror
the generd invedtigative process, on one hand, but aso benefit from the proactive assessments of
the groups, which are available [16; 118]. Law enforcement must recognize and respond to terrorist
groups before they have opportunity to commit violent acts and the inteligence process is an
integrd pat of law enforcement anti-terrorism measures. Vaious andytica techniques and
products are a pat of these measures but the threst assessment tool described in this aticle will
endble proactive invedigaions of terroris groups Trained intdligence andysts should complete
threat assessments and training on intdligence and anti-terrorism should be sought. The gathering
and andyds of informetion relating to terrorism is not a one-time effort [19; 30]. The initid data
must be updated regulaly and with vigilance and only through this type of commitment can we
ensure that terrorigt acts are prevented. The crimind intelligence andyss as a process of daa
collection, manipuldion, and interpretation, which integrates andyticd methoddogy  with
intdlectud kill to generate intdligence, is the key to successful anti-terrorism efforts but it has to
be accomplished in an ILP environment that views intdligence as a precondition to effective

pdicing.
REFERENCES

[1] Anderson, Richard, Intelligence-led policing: a British perspective Inteligence Led Policing,
IALEIA, Lawrenceville, NJ, 1997.

[2] Andrews, Paul P.; Peterson, Marilyn B. (editors), Criminal Intelligence Analyss Pdmer,
Loomis, CA, 1990.

[3] Atkin, Howard, A lay guide for adopting "analytic" IT, IALEIA JOURNAL, Val. 13, No.2,
IALEIA, 2000.

[4] Atkin, Howard, Criminal Intelligence Analyss. A Scientific Perspective, IALEIA JOURNAL,
Val. 13, No.1, IALEIA, 2000.

[5] Koncepcija kriminalistieke analitike u MUP-u RH, Pdlidija i
sgurnog, 3-6/2000, MUP RH, 2000.

[6] Dintino, Judin; Pagano, Clinton, The Investigative Function: Reassessing the Quality of
Management, The Police Chief, 1984.

[7] Gaes Dayl, The Role of Analysis in Combating Modern Terrorism FBI Law Enforcement
Bulletin, 58, No. 6., FBI, 1989.

[8] Goattlieh, Seven; Arenberg, Shddon; Singh, Rg, Crime Analysis - from first report to final
arrest, Alpha, Cdifornia, 1994.

[9] Heuer, Richads J. J, The Psychology of Intelligence Analysis, Center for the Study of
Intelligence, Centrd Intelligence Agency, Washington, DC, 1999.

Broad, general threats; no immediate action needed.
!> Cautionary information, may recommend change in posture or response.
28| mminent or in-progress threats or attacks.



[10] llardi, Gagtano J, Terrorism and Intelligence Research: Paralle Journeys in Search of
Influence and Utility?, IALEIA JOURNAL, Vd. 15, No 1, IALEIA, 2001.

[11] Kitson, Kevin, Holy Grail? Strategic Intelligence in an Internal Affairs Environment, IALEIA
JOURNAL, Vol. 13, Nol (Peper presented 8th Annud Internad Affars Conference 1-3
September 1999, Sydney Austrdia), IALEIA, 2000.

[12] Kopd Robert, Pojmovnik krimi
idiga, Pdlidjai dgurnogt, 26/2001, MUP RH, 2001

[13] Levet, Fancine OSQulivan, Maie-Theeses Fahiman, Robet C., The RCMP's Criminal
Intelligence Program: Focus on Intelligence Analys's IALEIA JOURNAL, Vd. 10, No. 1,
IALEIA, 1998.

[14] Maynik, Jary, Threat Assessment Guide Evaluating and Analyzng Criminal Extremist
Groups, Cdifornia Department of Jugtice, Sacramento, CA, 1998.

[15] Maynik, Jerry, Threat Assessment Guide, Cdifornia Depatment of Judtice, Sacramento, CA,
190,

[16] Peterson, Marilyn B., Applicationsin Criminal Analyss, Praeger, Westport, 1994.

[17] Peterson, Mailyn B., The Role of Analyss in Intelligence-Led Policing, Intdligence Led
Policing: Internationad Perspectives on Policng in the 21st Century, IALEIA, Lawrenceville,
NJ, 1997.

[18] Peterson, Marilyn B., Joining the Debate: Product vs. Process, IALEIA JOURNAL, Val. 11,
No.1, IALEIA, 1998.

[19] Peterson, Marilyn B.; Morehouse, Bob; Wright, Richard, Intelligence 2000: Revisng the Basic
Elements L.E.I.U. & IALEIA, Lawrenceville, NJ, 2000.

[20] Peterson, Mailyn B., Sate and Local Anti-Terrorism Analyss lllinois Law Enforcement
Executive Forum Specid Edition, Val. 2, No. 1, 2002.

[21] Riley, Kevin J; Hoffman, Bruce, Domegtic Terrorismi A Naional Assessment of Sate and
Local Preparedness RAND, Santa Monica, 1995.

[22] Schneider, Stephen R, The Criminal Intelligence Function: Toward a Comprehensve and
Normative Modd, IALEIA JOURNAL, Vadl. 9, No. 2, IALEIA, 1995.

[23] Schuder, Leopold, The National Concept of Crime Intelligence Analysis in Germany Current
Satus and Progress IALEIA JOURNAL, Val. 13, No.1, IALEIA 2000.

[24] Kriminalistiéka obavjetajna djelatnost i analiza u

, Pdlicijai sgurnogt, 56/98, MUP RH, 1998.

[25] Yaiv, Ahaon, The Role of Intelligence in Combating Terrorism Internationd Terrorism: The
Decade Ahead, Buckwdter, Jane R. (editor), Office of Internationd Crimind Justice, Chicago,
IL, 1980.



