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There are a wide range of resources available on the Internet to further expand on the issues
presented in this program. The following list not only identifies good sources with content, it also =
includes gateways to other sources. It should be noted, all of the web sites referred to during the training session are also
included in the list below. All of these sites have been visited and reviewed. It is impossible to be completely comprehensive
given the size of the Internet. The sites included below, however, provide a good resource for local police issues related to
homeland security. The URLs for the web sites are hyperlinked. If viewing this document on a computer, simply activate your
Internet connection and “click” on the URL.

The Web sites are divided into the following sections:

1. Cyberterrorism and Computer Crime
Cybercrime and Cyberterrorism Generally
Cyber-Law
Cyber-Stalking
Hacking, Cracking, Phreaking
Information Warfare
Law Enforcement and Investigations
Organizations and Associations
Security
i.  Tracking, Research, Resources
2. Crime Analysis and Crime Mapping
3. Extremist Groups—Web Sites of Groups and Information About Groups; Organized Crime/Criminal Enterprises
4. General/Cross Issue Resources
5. Government Agencies Web Sites Related to Terrorism/Homeland Security
6
7
8
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Intelligence Resources (Law Enforcement and National Security)
Research and Investigation Resources

. Preparedness and Emergency Response Resources
9. Privacy, Law and Ethics Resources
10. Terrorism—Current Issues, Documents, Research Resources; Includes Homeland Security
11. Weapons of Mass Destruction (Descriptive Information; Resources for Managing and Responding to WMD Attacks)
12. Underground and Activists Books/Resources and News/Discussion Sites
13. Counterfeit Identifications, Driver’s Licenses, Passports and Documents
14. Myths, Hoaxes, and Urban Legends
15. Funding and Training Sources

1. CYBERTERRORISM AND COMPUTER CRIME

CYBERCRIME AND CYBERTERRORISM GENERALLY
Anti-Online http://www.antionline.com/index.php
Astalavista Group http://www.astalavista.com/
Computer Crime and Intellectual Property Section, U.S. Justice Department http://www.cybercrime.gov
Computer Emergency Response Team (CERT) http://www.cert.org/
Computer Forensics Laboratory (Department of Defense) http://www.dcfl.gov/
Computer Incident Advisory Capability—Energy Department http://www.ciac.org/ciac/
Computer Investigation Training Program (Department of Defense) http://www.dcitp.gov
Crime on the Internet http://www.digitalcentury.com/encyclo/update/crime.html
Crypto-Gram Newsletter http://www.counterpane.com/crypto-gram-0109a.html
C-Squad (computer crime investigation listserv and resources) http://www.c-squad.org/mpn/index.php
Cybercrime (USDoJ) http://www.cybercrime.gov
Cybercriminals Most Wanted (miscellaneous resources) http://www.ccmostwanted.com/
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Cyberterrorism http://www.cybercrimes.net/Terrorism/terrorism.html

Cyberterrorism Concerns http://cyberatlas.internet.com/big_picture/geographics/article/0,,5911 1448291,00.html
Cyberterrorism Resource Center http://www.globaldisaster.org/cyberterrorrescen.shtml

Federal Computer Emergency Response Center (FedCIRC) http://www.fedcirc.gov/

Internet Fraud Complaint Center http://www.ifccfbi.gov

National Cybercrime Training Partnership http://www.nctp.org/

National Infrastructure Protection Center http://www.nipc.gov/

National Institute of Standards and Technology,

National Threat Assessment Center (computer crime) http://www.secretservice.gov/ntac.shtml
National White Collar Crime Center http://www.nw3c.org/

Thwarting Cyberterrorism http://www.nwfusion.com/ecomm/2002/round/round.html
Transnational Threats Resource Center http://www.csis.org/tnt/rc/cyber.html

Truth About Cyberterrorism http://www.cio.com/archive/031502/truth.html

CYBER-LAW
ACLU - Cyberliberties http://archive.aclu.org/issues/cyber/hmcl.html
Cyber Law Encyclopedia http://www.gahtan.com/cyberlaw/
Cybercrime Law/Precedent http://www.usdoj.gov/criminal/cybercrime/compcrime.html
Cybercrimes (University of Dayton Law School) http://www.cybercrimes.net/
CYBERSPACE LAW INSTITUTE HTTP://WWW.CLI.ORG/
Guide to Technology and Cyber Law http://www.hg.org/tech.html
Internet Law Library — Cyber Law http://www.internet-law-library.com/
Legal Resources—Computer Professionals for Social Responsibility
http://www.cpsr.org/cpst/privacy/crime/crime.html
UCLA CyberSpace Law and Policy http://www.gseis.ucla.edu/iclp/hp.html

CYBER-STALKING

Crime Library — Cyber Stalking http://www.crimelibrary.com/criminology/cyberstalking/

Cyber Angels (Cyber Stalking) http://www.cyberangels.org/stalking/

Cyber Crime — Cyber Stalking http://cybercrimes.net/Persons/Stalking/stalking.html

Cyber Rights — Cyber Stalking http://www.cyber-rights.org/documents/stalking_article.pdf

Cyber Stalking — Cotse.net http://www.cotse.net/privacy/stalking.htm

CYBER STALKING — PATHOLOGICAL PURSUIT ONLINE HTTP://WWW.CYBER-STALKING.NET/

Cyberstalking http://www.haltabuse.org/resources/stats/index.shtml

Digital Criminal — Cyber Stalking
http://www.crimelibrary.com/criminal_mind/psychology/cyberstalking/8.html?sect=19

Internet Stalking — Revenge Sites http://www.angelfire.com/ga/random/internetstalking.html

Issues and Laws with Cyber Stalking http://www.ilj.org/stalking/cyberspace.htm

Online Harassment — Cyber Stalking http://www.onlineharassment.com/harass.htm

Report Cyber Stalking http://www.privacytoolbox.org/action/stalking/

Safe America — Cyber Stalking http://www.isafe.org/stalk.htm

Safety Education — Cyber Stalking http://www.safetyed.org/help/stalking/

Security World — Cyber Stalking http://www.securityworld.com/library/workplacetech/cyberstalking.html

Women Studies — Cyber Stalking http://womensstudies.homestead.com/cyber.html

HACKING, CRACKING, PHREAKING
2600 (The Hacker Quarterly) http://www.2600.com
AntiOnline — Cyber hackers http://www.antionline.com/index.php
Approaching Zero- Underworld of Hackers and Phreakers
http://secinf.net/misc/Approaching_Zero The Extraordinary Underworld of Hackers Phreakers etc.html
Art of Hacking http://www.artofhacking.com/
Be A Hacker http://www.beahacker.com/
CNN special — Hackers http://www.cnn.com/TECH/specials/hackers/
CRAK Software http://www.crak.com
Cult of the Dead Cow (web underground site) http://www.cultdeadcow.com/
Dead Hackers Society http://www.dhs.nu/
Digital Information Society http://www.phreak.com/html/main.shtml
Discovery Online — Hackers Hall of Fame http://www.discovery.com/area/technology/hackers/glossary.html
Front-line — Hackers http://www.pbs.org/wgbh/pages/frontline/shows/hackers/
Hack Canada http://www.hackcanada.com/
Hack Hull? http://www.hackhull.com/
Hacker History — Phreakers http://www.slais.ubc.ca/people/students/student-projects/J Heaton/phreakers.htm
Hackers — Computer Outlaws http://tlc.discovery.com/convergence/hackers/hackers.html
Hackers Catalog http://66.40.78.100/Services/Index/
Hackers Defense Foundation http://www.hackerz.org/
Hackers Dictionary http://www.jargon.8hz.com/jargon_toc.html
Hackers For Hackers http://www.hackers4hackers.org/
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Hackers Homepage http://www.hackershomepage.com/

Hackers.com (Hacker information, tools, discussions, etc.) http://www.hackers.com/index2.htm

Hacking and Hackers — Computer Security http://www.infosyssec.org/infosyssec/

Hactivism — Human Rights http://shr.aaas.org/presentations/defcon_0701/sId003.htm

Hactivism http://archives.theconnection.org/archive/2001/07/0730a.shtml

Higher Learning for Hackers and Phreakers http://www.xs4all.nl/~0rd/

Long Island Underground Networks http://liun.hektik.org/

Macintosh Underground - Phreakers http://freaky.staticusers.net/ugboard/viewtopic.php?t=4155

MHC (Muslim Hackers Club) http://www.ummah.net/mhc/

Password Crackers http://www.pwcrack.com/

Password Crackers http://www.pwcrack.com/index.shtml

Phrack (On-line Hacker Magazine) http://www.phrack.com

Phreak Out http://webm43ac.ntx.net/

Phreakers — Cyber Pirates http://sun.soci.niu.edu/~gmeyer/cusemantics.html

Russian Password Crackers http://www.password-crackers.com/

Security — Crackers http://www.stack.nl/~galactus/remailers/index-crack.html

TNT Crackers Security http://www.tntcrackers.ws/

totse.com (site for hacking, phreaking, anarchy, conspiracy, etc. — lots of information)
http://www.totse.com/index.html

Tracking Hackers http://www.tracking-hackers.com/

twURLed World (unique site with lots of links, particularly cybercrime, netwar, etc.) http://www.twurled-
world.com/

UK Hackers and Phreakers Guide http://www.exegesis.uklinux.net/gandalf/

War Driving (hacking wireless LANs) http://www.wardriving.com

Welcome Phreakers http://www.angelfire.com/biz/hackersupplies/

Woman Hackers http://www.obn.org/hackers/

INFORMATION WARFARE
CIS Group http://theory.Ics.mit.edu/~cis/
Cornerstones of Information Warfare http://www.af.mil/lib/corner.html
Definitions of Information Warfare http://www.cigitallabs.com/resources/definitions/information warfare.html
Glossary of Information Warfare Terms http://www.psycom.net/iwar.2.html
Guide to Information Warfare http://www.uta.fi/~ptmakul/infowar/
Information Operations — Cyber War http://www.tno.nl/instit/fel/infoops/
Information Warfare — International Law http://www.dodccrp.org/iwilindex.htm
Information Warfare Debate http://www.comw.org/rma/fulltext/infowar.html
Information Warfare Defense http://jya.com/iwd.htm
Information Warfare http://www.infowar.com
Information Warfare http://www.iwar.org.uk/
Information Warfare on the Web http://www.fas.org/irp/wwwinfo.html
Information Warfare Site (IWS) http://www.iwar.org.uk/
Information Warfare: Guide to Internet Resources http://www.informatik.umu.se/~rwhit/IWGuide.html
Institute for the Advanced Study of Information Warfare http://www.psycom.net/iwar.1.html
What is Information Warfare? http://www.ndu.edu/inss/strforum/forum28.html

LAW ENFORCEMENT AND INVESTIGATIONS
CCIPS, International Aspects of Computer Crime http://www.cybercrime.gov/intl.html
Center for Strategic International Studies-Cyberterrorism http://www.csis.org/pubs/cyberfor.html
Computer and Internet Security Resources http://www.virtuallibrarian.com/legal/
Computer Crime and Intellectual Property Section (CCIPS) http://www.cybercrime.gov/crypto.html
Computer Crime European Union http://europa.eu.int/ISPO/eif/InternetPoliciesSite/Crime/crime1.html
Computer Crime Research Center in the Ukraine http://www.crime-research.org/eng/
Computer Crime Research Resources http:/mailer.fsu.edu/~btf1553/ccrr/welcome.htm
Computer Crime Tasks Force http://www.ccmostwanted.com/policeCCU.htm
Computer Incident Advisory Capabilities http://www.ciac.org/ciac/
Cybercrime News Stories http://www.newsfactor.com/perl/section/cybercrime/
FBI National Computer Crime Squad http://www.emergency.com/fbi-nccs.htm
How the FBI Investigates Computer Crime http://www.cert.org/tech tips/FBI_investigates crime.html
Law Enforcement, Computer Related Crime http://virlib.ncjrs.org/lawe.asp?category=48&subcategory=193
Measures to Prevent and Control Computer Crime http://www.unodc.org/pdf/crime/commissions/11comm/8e.pdf
Privacy International — Cybercrime http://www.privacyinternational.org/issues/cybercrime/
Resources for High-Tech Crime Units http://www.officer.com/special _ops/c_crimes.htm

ORGANIZATIONS AND ASSOCIATIONS
Business Software Alliance/Cybercrime http://www.bsa.org/cybercrime/cybercrimes/
Florida Association of Computer Crime Investigators http://www.facci.org/
High Technology Crime Investigation Association http://www.htcia.org/index.html
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International Association of Computer Investigative Specialists http://www.cops.org/

SECURITY
Computer Security Division http://csrc.nist.gov/
Computer Security for Activists (a computer security “bulletin for autonomous resistance movements”)
http://security.tao.ca/
Computer Security Information http://www.alw.nih.gov/Security/security.html
Computer Security Institute http://www.gocsi.com/
Computer Security Institute http://www.gocsi.com/
Computer Security Resource Center http://csrc.nist.gov/
Security Focus (cybersecurity news, tools, resources—well done site) http://www.securityfocus.com/

TRACKING, RESEARCH, RESOURCES

All Whois http://www.allwhois.com/

Computer Crime Research Center http://www.crime-research.org/eng/

Computer Crime Resources (Virtual Library) http://www.virtuallibrarian.com/legal/

Electronic Evidence Information Center http://www.e-evidence.info/index.html

eMailman Finger (gives name of person or organization associated with an e-mail address)
http://www.emailman.com/finger/

Geek Tools (network tools for tracing, Whois, etc.) http://www.geektools.com/

Internet/Network Security by CNET (good cyberterrorism, computer crime and hacker community links)
http://netsecurity.about.com/cs/cyberterrorism/

Network Tools (good web tracking page) http://www.network-tools.com

SamSpade.org (site permits tracing of URLs, connections, and other tracing tools to aid in online
investigations) http://www.samspade.org/

2. CRIME ANALYSIS AND CRIME MAPPING
Crime Analysis and Crime Mapping Information Resources http://www.policefoundation.org/pdf/InfoClearing.pdf
Crime Analysis and the Struggle for Legitimacy http://iaca.net/resources/FAQs/legitimacy.html
Crime Analysis in the View of EUROPOL http://www.bka.de/text/ analytikertagung/kriminalpolizeiliche auswertung.htmi
Crime Mapping Research Center Documents/Papers http://www.ojp.usdoj.gov/cmrc/conferences/Papers2000.html
Crime Mapping Research Center http://www.ojp.usdoj.gov/cmrc/.
Guidelines to Implement and Evaluate Crime Analysis and Mapping in Law Enforcement
http://www.policefoundation.org/pdf/F3E.pdf
International Association of Crime Analysts http://iaca.net/
Spatial and Temporal Analysis of Crime http://athene.mit.csu.edu.au/~jratclif/cpa/
Statewide Crime Analysis and Mapping
http://www.usdoj.gov/cops/pdf/cp_resources/crime mapping_news/vol2issue3.pdf

3. EXTREMIST GROUPS—WEB SITES OF GROUPS AND INFORMATION ABOUT GROUPS; ORGANIZED CRIME/CRIMINAL ENTERPRISES

Abortion: Pro-Life Extremists http://www.christiangallery.com/atrocity

Activists’ Handbook http://protest.net/activists _handbook/

Alagsa Intifada_http://www.alagsaintifada.org/

Al-Qaida—Understanding “The Base”
http://www.geocities.com/explainalgaida/Taliban_Al_Qa ida_the Base Osama_bin_Laden_terrorist.html

Alternative Media http://www.indymedia.org/

American Mafia http://www.americanmafia.com/

American State Terrorism (anti-US site) http://free.freespeech.org/americanstateterrorism/index.html

AnarchaFeminism http://www.geocities.com/Paris/2159/anrfem.html

Anarchism — Coalition Against Civilization (advocates of clandestine resistance)
http://www.coalitionagainstcivilization.org/

Anarchist Black Cross Federation http://burn.ucsd.edu/~abcf/

Anarchist Central http://www.geocities.com/M_STANLEY 00/

Anarchist International Information Service http://www.anarchy.no/index.html

Anarchist News Service — (Multilingual anarchy news service) http://www.ainfos.ca

Anarchy — Alternative Press Review http://www.altpr.org/

Anarchy — Eugene Active Existence (Anarchy news and events; provides “training for anarchists”)
http:/fruitiondesign.com/eae/

Anarchy — Green Anarchy (links to different elements of anarchy movement) http://www.greenanarchy.org/

Anarchy - Infoshop.org (anarchism, Black Blocs, etc.) http://www.infoshop.org

Anarchy - Killing King Abacus http://www.geocities.com/kk abacus/

Anarchy Links (extensive) http://www.anarchy.no/links.html

Anarchy — Minnesota Anarchists and Anti-Authoritarians http://free.freespeech.org/

Anarchy Movement http://www.anarchy-movement.org/

Anarchy- Mutalaid.org (“Mutualaid.org is a collective that provides technology services to the radical and
progressive communities.”) http://www.mutualaid.org/
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Anarchy Newsletter AWOL http://awol.objector.org/main.html

Anarchy — Northeast Federation of Anarcho-Communists http://www.nefac.org/

Anarchy.org http://www.anarchy.org/

Anarchy - Raise The Fist (anarchy and black liberation) http://www.raisethefist.com/

Anarchy - Revolutionary Anti-authoritarians of Color (RACE) http://passionbomb.com/race/

Anarchy — Ruckus Society http://ruckus.org/

Anarchy — WildCat (contains some extreme elements) http://www.webcom.com/wildcat/SUBSPAGE.html

Anarquismo (Anarchy site) http://www.anarquismo.com/ISMOS/anarquismo/index.html

Animal Liberation Front http://www.animalliberation.net/index2.shtml and http://www.animalliberationfront.com/

ANSWER International (anti-US activists; alleged ties to American Communist Party)
http://www.internationalanswer.org/

Anti 1 USA (anti-US site) http://www.cybcity.com/anti11usal/index.htm

Army of Mohammed http://www.publicfigure.com/jaish.html

Aryan Battle Page (White Supremacy) http://www.jabpage.com

Aryan National Socialist Empire (white supremacy) http://ansempire.net/

Baader-Meinhof Gang http://www.crimelibrary.com/terrorists/baader/

Basque ETA http://www.ict.org.il/inter ter/orgdet.cfm?orgid=8

Behind the Mask: The IRA. http://www.pbs.org/wgbh/pages/frontline/shows/ira/

Black Panthers http://www.blackpanther.org/

Brainwashington (anti-government/anti-establishment site) http://www.brainwashington.com/gatepage/default.htm

Bureau of Public Secrets (articles, discussions of leftist extremists) http://www.bopsecrets.org/

California Patriot On-Line http://www.calpatriot.org/

Call for Jihad-Resisting Oppression Worldwide http://jihad.oneummah.net/index.php

Christian Falangist Party of America http://www.falangist.com

Common Law Court http://www.civil-liberties.com/commonlaw/common.html

Common Law Court Movement http://www.detaxcanada.org/cmlaw1.htm

Crimethinc (Anarchism) http://www.crimethinc.com/

Criminal Justice Resources at Michigan State University: Organized Crime
http://www.lib.msu.edu/harris23/crimjust/orgcrime.htm

David Duke — White Supremacy http://www.davidduke.com/

Disinformation (an interesting hodgepodge of conspiracies, etc.) http://www.disinfo.com/

Earth Liberation Front http://www.earthliberationfront.com/main.shtml

Extremist/Anarchist/Eclectic e-zine (a little bit of everything here) http://www.overthrow.com/

Far Right Into Perspective http://nwcitizen.com/publicqood/reports/spectrum/

GanglLand: A Look At International Organized Crime http://www.gangland.net/mainindex.htm

Bioengineering Action Network (anti-genetic research site; some anarchy; ELF/ALF affiliation)
http://www.tao.ca/~ban/index.html

Hizbollah http://www.hizbollah.org/

International Action Center — “Information, Activism, & Resistance to U.S. Militarism, War and Corporate Greed”
http://www.iacenter.org/

Islamic Truth (Jihad Site from UK) http://www.islamic-truth.co.uk/

Jerusalem Watch - Intifada http://www.jerusalemwatch.org/index.htm

Killers for God: The Phineas Priesthood http://www.bethuneinstitute.org/documents/killers.html

Kingdom Identity Ministries (Right Wing Extremist Identity Church) http://kingidentity.com

Knights of the Ku Klux Klan http://www.kukluxklan.org/

Ku Klux Klan http://www.stormfront.org/ku_klux_klan/

Mafia Site http://mafiasite.freewebsites.com/

Militia of Montana http://www.militiaofmontana.com/

Militias (U.S. “Super Patriots”) Ross Institute http://www.rickross.com/groups/militia.html

Moro Islamic Liberation Front http://www.fas.org/irp/world/para/milf.htm

Nathonson Centre for the Study of Organized Crime and Corruption — Web Links
http://www.yorku.ca/nathanson/Links/links.htm

National Socialist Movement (white supremacy) http://www.nsm88.com/index2.html

New Trend: An Independent Forum for the Oppressed (anti-Israel/anti-U.S. site) http://newtrendmag.org/

Palestinian Information Site — Simple Truth http://www.simpletruth.co.uk/

Patriot’s Alliance http://personalwebs.myriad.net/steveb/mil.html

Patriot Movement http://www.newhumanist.com/Militia.html

Patriot Movement News On-Line http://patnews.tripod.com/patriotnews/

Patriot Underground http://www.geocities.com/CapitolHill/Parliament/1691/

Political Extremism — “American Third Position” http://www.politicalsoldier.net/atp/

Popular Front for the Liberation of Palestine (PFLP) http://www.pflp-pal.org/main.html

Protests.net (list of cities of protests for all type of causes; handbooks, etc for activists and protesters
http://protest.net/

Red Brigades: Cooperation with the Palestinian Terrorist Organizations (1970 — 1990)
http://www.ict.org.il/articles/articledet.cfm?articleid=365

Republic of Texas http://www.rickross.com/groups/republic.html
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Sinn Fein Homepage http://www.sinnfein.ie/

Skinhead International http://www.nizkor.org/hweb/orgs/american/adl/skinhead-international/
Skinheads of the Racial Holy War http://www.rahowa.com/index2/htm

Skinhead Scene http://www.nizkor.org/hweb/orgs/american/adl/skinhead-international/skins-scene.html
Stormfront (Comprehensive Neo-Nazi and White Supremacist Site) http://www.stormfront.org
United America/Patriot Alliance http://www.intrex.net/unitedamericaalliance/default.htm

Unity (anti-Israel/anti-U.S. Islamic site) http://www.ummah.net/unity/

U.S. National Militia Directory http://www.constitution.org/mil/mil_us.htm

We Hold These Truths (WHTT — borderline right wing religious extremists) http://www.whtt.org/
Weird Pier (Anarchy and various related musings) http://www.weirdpier.com/

What Really Happened: “The History the Government Hopes You DON’T Learn” http://www.whatreallyhappened.com/
World Church of the Creator (White Supremacy/Christian Identity) http://www.creator.org

Worker’s World Party http://www.workers.org

GENERAL/CROSS ISSUE RESOURCES

Americans for Effective Law Enforcement http://aele.org

Assignment Desk (comprehensive links for all forms of research/investigation) http://www.assignmenteditor.com/

Australian Police Multicultural Advisory Bureau http://www.apmab.gov.au/

Coalition for the Prevention of Economic Crime http://www.ncpec.org/

Commission on Accreditation of Law Enforcement Agencies http://www.calea.org

Community Policing Consortium http://www.communitypolicing.org

Crime News (timely stories related to crime and justice — constantly updated) http://www.crimenews.info/

Criminal Profiling http://crimelibrary.com/criminology/criminalprofiling2/

Direct Action (insight on how protestors organize and prepare for a demonstration) http://www.actagainstwar.org/

Government computer News — Homeland Security http://www.gcn.com/homeland-security/

Government Technology http://www.govtech.net

Information Regarding Israel’s Security http://www.iris.org.il/

International Anti-Counterfeiting Coalition http://www.iacc.org/

International Association of Chiefs of Police http://www.theiacp.org

International Money Laundering Information Network http://www.imolin.org/

National Citizens’ Crime Prevention Campaign http://www.weprevent.org/

National Crime Prevention Council http://www.ncpc.org

National Criminal Reference Service Virtual Library http://www.ncjrs.org

National Organization for Victim Assistance http://www.try-nova.org

Officer.com http://www.officer.com

Partners Against Violence Network http://www.pavnet.org

Police Complaint Center http://www.policeabuse.com/

Police Executive Research Forum http://www.policeforum.org

Professional Standards for Police http://www.ci.santa-ana.ca.us/departments/police/pro_standards.htm

Public Safety Group http://www.psgcabo.com/ (This is a technology company that provides unique products to the police
and military. Browsing the site will provide insights.)

Racial Profiling http://www.stopthedrugwar.org/njprofiling/

Regional CounterDrug Training Academy http://www.rcta.org/

SEARCH Group, Inc. (Criminal Justice Records, Information and Statistical Systems) http://www.search.org

Secret Policy (Reporting and review of intelligence, espionage, and terrorism related policy)
http://www.secretpolicy.com/

September 11 Aftermath—News, Teaching and Education Resources http://www2.isp.msu.edu/sept11/

Zeno’s Forensic Site http:/forensic.to/forensic.html

GOVERNMENT AGENCIES WEB SITES RELATED TO TERRORISM/HOMELAND SECURITY

Arson and Explosives National Repository http://www.atf.treas.gov/aexis2/index.htm

Bureau of Alcohol, Tobacco and Firearms http://www.atf.treas.gov

Bureau of Diplomatic Security—State Department http://www.ds.state.gov/about/publications/keepingsafe/

Bureau of Justice Assistance http://www.ojp.usdoj.gov/bja

Bureau of Justice Statistics, Publications on Criminal Justice Records http://www.ojp.usdoj.gov/bjs/crs.htm#pubs

Center for Civil Force Protection http://www.justnet.org/ccfp/

Coast Guard (U.S.) Homeland Security Information and Resources
http://www.uscg.mil/overview/Homeland%20Security2.htm

Community Oriented Policing Services http://www.usdoj.gov/cops/

Community Relations Service http://www.usdoj.gov/crs/crs.htm

Department of Agriculture—Homeland Security http://www.usda.gov/homelandsecurity/homeland.html

Department of Defense Homeland Security Page http://www.defenselink.mil/specials/homeland/

Department of Homeland Security http://www.dhs.gov

Drug Enforcement Administration http://www.dea.gov

Energy Department-National Security Page http://energy.gov/security/

Environmental Protection Agency Response to 9/11 http://www.epa.gov/wtc/
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FBI Evidence Response Team http://www.fbi.gov/ha/lab/ert/ertmain.htm

Federal Firearms License EZ Check (ATF) http://204.254.113.252/

Fort Leonard Wood, Police Training http://www.wood.army.mil/usamps/

General Accounting Office-Homeland Security http://www.gao.gov/homelandsecurity.html

General Accounting Office-Terrorism http://www.gao.gov/terrorism.html

National Academies Terrorism and Security Collection http://stills.nap.edu/terror/

National Center for Victims of Crime http://www.ncvc.org

National Commission on the Future of DNA www.ojp.usdoj.gov/nij/dna/welcome.html

National Institute of Justice Critical Incident Technology Program http://www.ojp.usdoj.gov/nij/sciencetech/counter.htm
National Integrated Ballistics Network (ATF) http://www.nibin.gov

National Law Enforcement and Corrections Technology Center http://www.nlectc.org/

Office of Justice Programs http://www.ojp.usdoj.gov

Office of Juvenile Justice and Delinquency Prevention www.ojjdp.ncjrs.org/

Office of Victims of Crime http://www.0ojp.usdoj.gov/ovc/

Training-Law Enforcement Training Database (BJA) http://bjatraining.aspensys.com/

Transportation Security—Department of Transportation http://ntl.bts.gov/faa/sept11.html

U.S. Commission on Civil Rights http://www.usccr.gov

U.S. Department of Justice http://www.usdoj.gov

U.S. Department of State http://www.state.gov

U.S. Fire Administration Terrorism Response Page http://www.usfa.fema.gov/dhtml/fire-service/c-terror.cfm

INTELLIGENCE RESOURCES (LAW ENFORCEMENT AND NATIONAL SECURITY)

Anti-Defamation League http://www.adl.org

Australian Institute of Professional Intelligence Officers http://www.aipio.asn.au/Index2.htm

Australian Intelligence Doctrine http://www.aipio.asn.au/Journal/vol6no2.htm

British National Criminal Intelligence Service http://www.ncis.co.uk

Counterintelligence—Defense Security Service http://www.loyola.edu/dept/politics/ecintel.html

Criminal Intelligence FAQ (INTERPOL) http://www.interpol.int/Public/cia/ciafag.asp

Criminal Intelligence Service Canada http://www.cisc.gc.ca/

Disinformation http://www.disinfo.com/

Economic and Competitive Intelligence (lots of links) http://www.loyola.edu/dept/politics/ecintel.html

European Union Police Organization (Europol) http://www.europol.eu.int/home.htm

Factbook on Intelligence http://www.odci.gov/cia/publications/facttell/index.html

Federation of American Scientists, Intelligence Resource Program http://www.fas.org/irp/

ForeclosureFreeSearch.com http://www1.foreclosurefreesearch.com/index.cfm?rsp=1807&AID=5469512&PID=1198570

German Bundeskriminalamt (BKA) http://www.bka.de/ (The site is the German criminal intelligence service an is in
German, but click on BKA International for some English resources/information)

Global Justice Information Sharing Initiative (intelligence related, funded by USDoJ/OJP
http://it.ojp.gov/global/childTopic.jsp?topic_id=61&nav_type=main

Guerrilla News Network (alternative news) http://www.guerrillanews.com/

InfoWar http://www.infowar.com

IntelCenter http://www.intelcenter.com

Intelligence Links-Resources http://www.specialoperations.com/Intelligence/default.html

Intelligence Literature http:/intellit. nuskingum.edu

Intelligence Notebook http://www.intbranch.org/engl/intntbk/int09.html

Intelligence Online http://www.intelligenceonline.com

Intelligence Organizations/Links by Country http://www.ncf.carleton.ca:12345/~cr975/worldintel.html

Intelligence Report http://www.splcenter.org/cgi-bin/goframe.pl?refname=/intelligenceproject/ip-4.html

International Association of Law Enforcement Intelligence Analysts http://www.ialeia.org/

International Criminal Police Organization (INTERPOL) http://www.interpol.int

International Relations and Security Network (a unique search portal) http://www.isn.ethz.ch/

Jane’s Intelligence Review www.janes.com

Jewish Defense League http://www.jdl.org

Links to Intelligence Sites http://www.inteltec.com/~ray/tip/links.htm

Militia Watchdog http://www.militia-watchdog.org/

National Counter Intelligence Center http://www.nacic.gov/

National Security Institute (intelligence, cyberterrorism, terrorism, etc.) http:/nsi.org

National Security Intelligence Sites http://www.loyola.edu/dept/politics/intel.html

Office of the Director of Central Intelligence http://www.odci.gov

Overseas Territories Regional Criminal Intelligence System http://www.otrcis.com/index.html

Police Spying 101 http://www.mediaisland.org/email/feb-01-policespying101.html

Policing Activists Think Global, Spy Local http://mediafilter.org/caq/caq61/cag61spylocal.html

Regional Information Sharing System (Law Enforcement Intelligence Resources
http://www.iir.com/riss/RISS centers.htm

Royal Canadian Mounted Police Intelligence Program http://www.rcmp-grc.gc.ca/crim_int/sparkplugeng.htmi
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Smoking Gun (web site operated by Court-TV — does a good job on research, unusual-hard to find documents and
information) http://www.thesmokinggun.com/

Southern Poverty Law Center http://www.splcenter.org

Spies Café Global Web Links http://www.spiescafe.com/reslinks.htm

State and Local Government on the Net (links to databases) http://www.statelocalgov.net/index.cfm

Streetgangs.com (wide range of information; very useful source) http://www.streetgangs.com/

Structures, Strategies, and Tactics of International Criminal Organizations: Critical Issues for Law Enforcement
http://www.yorku.ca/nathanson/Publications/aust.htm

RESEARCH AND INVESTIGATION RESOURCES

411 Locate (people, phone numbers, reverse look-up, data bases, etc.) http://www.411locate.com/

Activist Search Engine (focuses on searching activists sites) http:/search.resist.ca/

Aerial Images, Photos, Maps http://www.globexplorer.com/

Ancestry.com (wide range of databases) http://www.ancestry.com/main1.htm

At Hand (comprehensive, integrated Yellow Pages look-up) http://www.athand.com/

AT&T AnyWho http://www.anywho.com/

Blackbook Online — free data base searches http://www.crimetime.com/online.htm

Cellowpages (cell phone directory) http://www.cellowpages.com/

Cryptome (eclectic site full of links and commentary on a wide range of issues of interest to intelligence analysis)
http://cryptome.org/

Drudge Report (unusual and timely articles; easy connection/search top major media wires)
http://www.drudgereport.com/

E-bay Search for Seller/Bidder E-mail Address http://pages.ebay.com/search/items/search-old.html

EmergencyNet (Good resource for news and issues related to homeland security)
http://www.emergency.com/ennday.htm

Excluded Parties Listing Service (EPLS - barred from doing business with U.S. Government) http://www.epls.gov/

Executive Intelligence Review (Lyndon LaRouche publication so it has a Libertarian slant, but nonetheless
comprehensive assessment of diverse information) http://www.larouchepub.com/

FreezerBox (e-zine gives insights to political left) http://www.freezerbox.com/about/mission/

Global Security http://www.globalsecurity.org/

ICQ (“I Seek You” Comprehensive Search Portal) http://homepage.icq.com/hp/

Investigative Resource Center — Searchable Databases and Links http://www.factfind.com/database.htm

Map Collection - Library of Congress http://memory.loc.gov/ammem/gmdhtml/gmdhome.html

NameBase - Public Records Research http://www.namebase.org/

Open Source Intelligence Handbook http://isuisse.ifrance.com/emmaf2/96Vol1/index.html

Open Source Intelligence http:/pedagogy.jesse.tao.ca/OS|.html

OSS.NET (Open Source Intelligence Resource Site) http://www.oss.net/extra/page/

Public Record Finder http://www.publicrecordfinder.com/

Public Records Links (States) http://www.lawresearch.com/investigate/inv-pr-state.htm

Public Records Research System http://www.fosson.com/

Public Records Searches — Merlin http://www.merlindata.com/

Public Records Searches —Search System http://www.searchsystems.net/

Public Records Search and Real Estate — NETR Online http://www.netronline.com/

Satellite and Aerial Imagery via Keyhole http://www.earthviewer.com/

SearchBug (comprehensive, easily accessible directories for all types of searches)
http://www.searchbug.com/all.aspx

SEC Filings — EDGAR - People Search http://people.edgar-online.com/people/

SEC Search — All SEC Filings http://www.secinfo.com/

simDetective (access to a wide range of databases; fee service) http://64.239.102.41/simdetectiveNET/default.asp

Social Security Administration — SSN Numbering Scheme http://www.ssa.gov/history/ssn/geocard.html

Social Security Number Verification http://www.usinfosearch.com/Free_ssn_search.htm

TerraServer (satellite images) http://terraserver.homeadvisor.msn.com/default.aspx

Verizon National Super Search (people, addresses, phone) http://directory.superpages.com/people.jsp

Virtual World of Intelligence http://www.virtualfreesites.com/covert.html

Web Farming (data mining) http://www.twurled-
world.com/WebFarming/Update2/Domains_for webfarming/com/webfarming.htm

PREPAREDNESS AND EMERGENCY RESPONSE RESOURCES

Be Prepared http://www.beprepared.msu.edu/

Critical Incident Protocol http://www.ojp.usdoj.gov/odp/docs/cip.pdf

Domestic Preparedness-Harvard Executive Sessions Publications
http://ksgnotes1.harvard.edu/BCSIA/ESDP.nsf/www/Research

Emergency Information Infrastructure Partnership http://www.emforum.org/

Emergency Management Assistance Compact http://www.nemaweb.org/emac/index.cfm

Emergency Preparedness Center, US EPA http://www.epa.gov/swercepp/cntr-ter.html

EmergencyNet http://www.emergency.com/
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http://www.statelocalgov.net/index.cfm
http://www.streetgangs.com/
http://www.yorku.ca/nathanson/Publications/aust.htm
http://www.411locate.com/
http://search.resist.ca/
http://www.globexplorer.com/
http://www.ancestry.com/main1.htm
http://www.athand.com/
http://www.anywho.com/
http://www.crimetime.com/online.htm
http://www.cellowpages.com/
http://cryptome.org/
http://www.drudgereport.com/
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http://www.lawresearch.com/investigate/inv-pr-state.htm
http://www.fosson.com/
http://www.merlindata.com/
http://www.searchsystems.net/
http://www.netronline.com/
http://www.earthviewer.com/
http://www.searchbug.com/all.aspx
http://people.edgar-online.com/people/
http://www.secinfo.com/
http://64.239.102.41/simdetectiveNET/default.asp
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http://www.usinfosearch.com/Free_ssn_search.htm
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Federal Emergency Management Agency http://www.fema.gov

International Association of Emergency Managers http://www.iaem.com/

National Atmospheric release Advisor Center Emergency Response System http://narac.linl.gov/ers.html

National Emergency Management Association http://www.nemaweb.org/index.cfm

Office of Domestic Preparedness (USDodJ) http://www.ojp.usdoj.gov/odp/

Public Entity Risk Institute http://www.riskinstitute.org/

Ready (Department of Homeland Security web site for citizens preparedness) http://www.ready.gov

Texas Governor’s Division of Emergency Management http://www.txdps.state.tx.us/dem/

Texas Coastal Regional Advisory System http://www.tcras.org/

Transportation Resource Exchange Center (T-REX) Resources for Emergency Management http://trex-
center.org/emerg.asp

PRIVACY, LAW AND ETHICS RESOURCES

10.

ACLU Opposes Statewide Intelligence Database_http://www.aclu.org/news/2001/n101901d.html

Activists’ Law Collective (provides information to activists, anarchists, protestors, etc. about law and their rights)
http://www.lawcollective.org/handbooks/activist/html/intro.htm

American Bar Association (no single page—search for “cybercrime”; produces numerous legal resources)
http://www.abanet.org/scripts/search/search results.jsp

American Civil Liberties Union http://www.aclu.org

Center for Democracy and Technology http://www.cdt.org

Crimelynx http://www.crimelynx.com

Cyber-Rights and Cyber-Liberties http://www.cyber-rights.org/

Electronic Frontier Foundation http://www.eff.org

Ethics in Policing http://www.freedomtocare.org/police.htm

Findlaw http://www.findlaw.com

Giglaw — legal resources on computer crime and terrorism) http://www.gigalaw.com/articles/crime.html

Global Legal Information Network (Library of Congress) http://www.loc.gov/law/glin/

Institute for Criminal Justice Ethics http://www.lib.jjay.cuny.edu/cje/html/policeethics.html

Law—Cyberlaw Cases/Columns/Issues http://practice.findlaw.com/cyberlaw.html

National Task Force on Privacy, Technology and Criminal Justice Information, Report
http://www.ojp.usdoj.gov/bjs/pub/ascii/rntfptcj.txt

Patriot Act http://www.eff.org/Privacy/Surveillance/Terrorism_militias/20011025_hr3162_usa_patriot bill.html

Surveillance Law Propositions: A Chart_http://www.aclu.org/congress/patriot_chart.html

Surveillance Laws (U.S. Government) http://www.tscm.com/Surveill _Laws.html

United States Code — Cornell Legal Information Institute (Fast-easy look-up) http://www4.law.cornell.edu/uscode/

TERRORISM—CURRENT ISSUES, DOCUMENTS, RESEARCH RESOURCES; INCLUDES HOMELAND SECURITY

9/11: Examining Terrorism http://www.opendemocracy.net/debates/issue.jsp?debateld=48&id=2

21° Century Disasters http://www.globaldisaster.org

American Responds to Terrorism http://www.firstgov.gov/Topics/Usgresponse.shtml

ANSER Institute for Homeland Security and the online Journal of Homeland Security
http://www.homelandsecurity.org

Center for Defense Information http://www.cdi.org/

Center for Strategic and International Studies http://www.csis.org

Centre for the Study of Terrorism and Political Violence, University of St. Andrews (Scotland) http://www.st-
and.ac.uk/academic/intrel/research/cstpv/

Countering Terrorism (U.S. Department of State) http://www.state.gov/s/ct/c4291.htm

Counterterrorism Office, U.S. Department of State http://www.state.gov/s/ct/

Counterterrorism Research Database http://tacticalelement.cc/counter terrorism/index.htm

Counterterrorism Training and Resources (US Government site) http://www.counterterrorismtraining.gov/

Ending Terrorism www.endingterrorism,com

Global Terrorism http://globalterrorism.com/

Gyre.org (an interesting site with a wide range of current articles collected from the Internet on homeland security,
cyberterrorism and other issues) http://www.gyre.org

Homeland Security Publications—Heritage Foundation (Conservative)
http://www.heritage.org/Research/HomelandDefense/index.cfm

Homeland Security Publications—CATO Institute (Liberal) http://www.cato.org/defense-studies/index.html

Homeland Protection Professional (magazine) http://www.hppmag.com

Homeland Security — New Jersey http://www.newjerseyhomelandsecurity.com/

Homeland Security News/Information (also subscribe to weekly e-mail newsletter on Homeland Security Issues)
http://www.govexec.com/homeland/

Homeland Security Office (U.S.) http://www.whitehouse.gov/homeland/

Homeland Security Offices (State by State) http://www.ncsl.org/programs/legman/nissa/sthomelandoffcs.htm

Homeland Security Knowledgebase http://www.twotigersonline.com/resources.html

Homeland Security Resources and Products for State and Local Governments From the Department of Defense
http://hld.sbccom.army.mil/
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11.

How Widespread is the Militia Movement? http://www.channel4000.com/news/dimension/dimension-960425-
132324.html

Information on Militias http://www.well.com/user/srhodes/militia.html

International Institute for Counter Terrorism http://www.ict.org.il/

International Terrorist and Guerrilla Groups http://www.specialoperations.com/Terrorism/

Local Law Enforcement Role in Preventing and Responding to Terrorism
http://www.policeforum.org/leqgislative.html#terrorism

Militia/Patriot Groups: What are They? http://personalwebs.myriad.net/steveb/mil.html

Muses About Terrorism and War and Starvation and History (Noam Chomsky) - October 18th 2001
http://www.glashausgaragengalerie.de/globalaction/naomchomskylong.htm

National Security Institute http://nsi.org

Network of Terrorism http://usinfo.state.gov/products/pubs/terrornet/

New Age of Terrorism http://archive.abcnews.go.com/sections/us/terrorism/terrorism.html

Response to Terrorism (U.S. Department of State) http://usinfo.state.gov/topical/pol/terror/

Sociology and Psychology of Terrorism: Who Becomes a Terrorist and Why http://www.loc.gov/rr/frd/Sociology-
Psychology%200f%20Terrorism.htm

State Offices of Homeland Security http://www.whitehouse.gov/homeland/contactmap.html

Terrorism http://www.terrorism.com

Terrorism Answers (Council on Foreign Relations) http://www.terrorismanswers.org/home/

Terrorism and Law Enforcement—U.S. Treasury Department (Includes FinCEN, FLETC, etc.)
http://www.treasury.gov/topics/law-enforcement/index.html

Terrorism and Public Health (U.S. CDC) http://www.bt.cdc.gov/

Terrorism-FEMA Site http://www.fema.gov/hazards/terrorism/

Terrorism Files http://www.terrorismfiles.org/

Terrorism News and Events http://www.terrorismanswers.com

Terrorism Legislation http:/thomas.loc.gov/homef/terrorleg.htm

Terrorism Research Center http://www.terrorism.com

Terrorism Research Page, Delaware Criminal Justice Council http://www.state.de.us/cjc/TERROR.HTM

Terrorism Web Sites http://www.sima.co.at/terror.htm

Terrorist and Insurgent Organizations http://www.au.af.mil/au/aul/bibs/tergps/tgagai.htm

Terrorist Profiles http://www.ycgroup.com/terrorism/profiles.htm

U.N. Action Against Terrorism http://www.un.org/terrorism/index.htmi

WEAPONS OF MASS DESTRUCTION (DESCRIPTIVE INFORMATION; RESOURCES FOR MANAGING/RESPONDING TO WMD)

12.

Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving Weapons of Mass Destruction
(Gilmore Commission) http://www.rand.org/nsrd/terrpanel/

Anthrax and Biological Weapons Preparation and Response, Department of Health and Human Services
http://www.hhs.gov/hottopics/healing/biological.html

Army (U.S.) Center for Health Promotion and Preventive Medicine—Homeland Security Resources and Information
http://chppm-www.apgea.army.mil/HomelandSecurity/

Biological Warfare—National Library of Medicine http://www.sis.nIm.nih.gov/Tox/biologicalwarfare.htm

Center for Civilian Biodefense Strategies, Johns Hopkins Medical http://www.hopkins-biodefense.org/

Center for Infectious Disease Research and Policy—Bioterrorism http://www1.umn.edu/cidrap/

Defense Link (wide range of information related to military and terrorism/WMD) http://www.defenselink.mil/

International Association of Firefighter (hazmat training/funding information) http://www.iaff.org

Kansas State Firefighters Association http://ksffa.com/wmd and emergency management web.htm

Lawrence Berkeley National Laboratory, WMD Responses http://securebuildings.Ibl.gov/

National Disaster Preparedness Office http://www.ndpo.gov/ -

National Institute for Occupational Safety and Health (NIOSH) http://www.cdc.gov/niosh/bldvent/2002-139.html

Sandia National Laboratory http://www.sandia.gov/

Stimson Center-Chemical and Biological Weapons http://www.stimson.org/cbw/?SN=CB2001121259

Texas Department of Health http://www.tdh.state.tx.us/bioterrorism/

U.S. Centers for Disease Control http://www.bt.cdc.gov/

WMD—A Primer and Discussion of Issues http://www.nti.org/f wmd411/f1a.html

UNDERGROUND AND ACTIVIST BOOKS/RESOURCES AND NEWS/DISCUSSION SITES

Banned Bookstore http://www.ariza-research.com/

Black Market Press http://www.blackmarket-press.com/

Bureaucrash (activist news and resource site; comprehensive and provides insight on “activists tools”)
http://bureaucrash.com/

Dark Conspiracy http://www.darkconspiracy.com/

Drudge Retort (not to be confused with Drudge Report; news and numerous links, including counter-culture and
underground sites) http://www.drudge.com

Dust Pile http://www.dustpile.com/

Human Underground (conspiracy web site) http://www.humanunderground.com/index.shtml

Morphiss Press Bookstore http://www.morphiss.com/
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13.

Nausea Manifesto (demonstration calendar, underground articles and discussion) http://www.nauseamanifesto.com
No Doze Underground Network http://www.nodoze.net/archive/

Nothing Forbidden http://www.nothingforbidden.com/

One Peoples Project (activist news source; good info on upcoming events) http://www.onepeoplesproject.com/
Refuse and Resist (activist news source; comprehensive insights) http://www.refuseandresist.org/altindex.html
Secret Knowledge http://www.secretknowledge.com/

Tear it all Down (activist and anarchist discussion and news site) http://www.tearitalldown.com/

Undercover Press http://www.undercoverpress.com/

Underground-Review http://www.underground-review.com/

COUNTERFEIT IDENTIFICATIONS, PASSPORTS, DIVER’S LICENSES, DOCUMENTS

14.

Beat the Bouncer (fake ID) http://www.beatthebouncer.com/

BluePrint ID http://www.blueprintid.co.uk/

Bogus PhD http://www.bogusphd.com

Brainstorm I.D. Supply http://www.brainstormidsupply.com/Cart/

Card Printer Warehouse http://store.yahoo.com/cardprinterwarehouse/

Counterfeit Library http://www.counterfeitlibrary.com/

Fake Degrees http://www.fakedegrees.com/

Fake Diplomas http://www.fakediplomas.com/

Fakeid.com http://souvenirids.com/

FakelD.NET http://www.fakeid.net/

Fantasy Card http://www.fantasy-card.com/

Fast Track Reference http://www.righttrackref.org/pages/1/index.htm

Finor-The Offshore Professionals (passports, instant citizenship, national identification cards)
http://www.finor.com/en/citizenship.htm

Fluxcard http://www.fluxcard.com

Get In The Club http://www.getintheclub.com/main.html

ID Card Specialist -Belvine http://www.belvine.co.uk/

ID Checking Guides http://www.driverslicenseguide.com

Ideal Studios http://www.fakephotoid.com/

Identacard http://www.identacard.co.uk/

In-Sight Photo ID http://www.insightphotoid.com/

International-IDs http://www.international-ids.com/

Make Your Own IDs http://www.myoids.com/

Marville Direct http://www.marvilledirect.com/

New ID http://newid.com/

Next Day ID http://www.nextdayid.co.uk

Phatism ID http://www.phatism.com/indexi.htm

PHIDENTITY http://www.fakeiduk.com/

Phony Diplomas http://www.phonydiploma.com/

PhonyID.com http://www.phonyid.com

Photo-ID http://www.photo-id.co.uk/

Quality IDS http://www.qualityids.com/

The ID Centre http://www.theidcentre.com/

Underground IDs http://www.undergroundids.com/

U.S.A. Immigration Supplies http://www.immigrationsupplies.com/

UwantID http://www.uwantid.co.uk/

You Finish It http://www.youfinishit.com/

YourPhoto-ID.com http://www.yourphoto-id.com/

MYTHS, HOAXES, AND URBAN LEGENDS

AVERT Virus Alerts/Hoaxes http://www.avertlabs.com/public/datafiles/valerts/
Aviation Legends http://www.airspacemag.com/asm/mag/supp/dj98/legends.html
Break the Chain http://www.breakthechain.org/

CDC Health Rumors Alert http://www.cdc.gov/hoax_rumors.htm

Chain Letter Information http://www.cs.rutgers.edu/~watrous/chain-letters.html
Computer Security Hoaxes http://www.vmyths.com/

Debunking Online Myths http://www.tourbus.com/archive/tb022797 .txt
Environmental Myths http://info-pollution.com/myths.htm

Fallacy Files http://gncurtis.home.texas.net/mainpage.html

Hoax Busters http://hoaxbusters.ciac.org/

Hoax Information (Sophos) http://www.sophos.com/virusinfo/hoaxes/

Hoax List (Alphabetical — Stiller Research) http://www.stiller.com/hoaxa.htm
Journalistic Hoaxes http://www.historybuff.com/library/refhoaxes.html

Junk Science Page http://www.junkscience.com/

Musical Myths and Urban Legends http://www.snopes.com/music/music.htm#music
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15.

Myths, Hoaxes, Fraud, Chain Letter http://www.internet-101.com/hoax/

Quack Watch http://www.quackwatch.com/

Scambusters http://www.scambusters.org/

Skeptic Bibliography http://www.public.iastate.edu/~edis/skeptic_biblio.html
Skeptical Links http://w4.Ins.cornell.edu/~riehle/skeptic.html

Skeptics Society http://www.skeptic.com/

Symantec Anti-Virus Research Center http://www.symantec.com/avcenter/hoax.html
Truth or Fiction http://www.truthorfiction.com/

Urban Legends Archive http://www.urbanlegends.com/

Urban Legends http://www.urbanlegends.about.com/science/urbanlegends/
Urban Legends Reference Page http://www.snopes.com/

Virus Hoax Combat Kit http://netsquirrel.com/combatkit/

Virus Hoaxes from CNET http://cnet.com/Content/Features/Howto/Virus/ss05.html
Virus Information and Net Hoaxes http://www.hoaxinfo.com/

Virus Myths http://www.kumite.com/myths/

FUNDING, TRAINING AND EQUIPMENT SOURCES (Applies to Homeland Security, Intelligence, Terrorism Needs)

Bureau of Justice Assistance http://www.ojp.usdoj.gov/BJA/

Community Oriented Policing Services (COPS) Grants http://www.usdoj.gov/cops/home.htm

Crime Identification and Technology Act (CITA) — (PATRIOT Act permits homeland security use of CITA funds)
http://www.ojp.gov/archive/topics/cita/

Counterdrug Technology Assessment Center (CTAC) http://www.whitehousedrugpolicy.gov/ctac/

Counter-Terrorism Training http://www.counterterrorismtraining.gov/

Department of Homeland Security — Grant Opportunities http://www.firstgov.gov/Government/State Local/Grants.shtml

Department of Homeland Security — Training via Federal Law Enforcement Training Center http://www.fletc.gov/

Federal Surplus Property http://www.fss.gsa.gov/property/ FEMA (notably First-Responder; can include
communications systems; contact regional office) http://www.fema.gov

Information Technology Initiatives (USDoJ/OJP) http://it.ojp.gov/index.jsp

National Institute of Justice http://www.ojp.usdoj.gov/nij/welcome.html National Law Enforcement and Corrections
Technology Center http://www.nlectc.org/virlib/InfoList.asp?strType=Funding

Office of Domestic Preparedness (USDoJ) http://www.ojp.usdoj.gov/odp/grants/goals.htm

Office of Justice Programs http://www.ojp.usdoj.gov/fundopps.htm

Office of Justice Programs/BJA — Anti-Terrorism Funding http://www.ojp.usdoj.gov/BJA/what/00mainantiterror.html

Office of Victims of Crime http://www.ojp.usdoj.gov/ovc/fund/welcome.html

Private Foundations
http://fconline.fdncenter.org/ (Fee site $19.95/mo)
http://library.dialog.com/bluesheets/html/bl0026.html (Free Site)

State and Local Anti-Terrorism Training (SLATT) http://www.iir.com

Technology Opportunities Program, National Telecommunications and Information Administration
http://www.ntia.doc.gov/top/
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http://www.internet-101.com/hoax/
http://www.quackwatch.com/
http://www.scambusters.org/
http://www.public.iastate.edu/~edis/skeptic_biblio.html
http://w4.lns.cornell.edu/~riehle/skeptic.html
http://www.skeptic.com/
http://www.symantec.com/avcenter/hoax.html
http://www.truthorfiction.com/
http://www.urbanlegends.com/
http://www.urbanlegends.about.com/science/urbanlegends/
http://www.snopes.com/
http://netsquirrel.com/combatkit/
http://cnet.com/Content/Features/Howto/Virus/ss05.html
http://www.hoaxinfo.com/
http://www.kumite.com/myths/
http://www.ojp.usdoj.gov/BJA/
http://www.usdoj.gov/cops/home.htm
http://www.ojp.gov/archive/topics/cita/
http://www.whitehousedrugpolicy.gov/ctac/
http://www.counterterrorismtraining.gov/
http://www.firstgov.gov/Government/State_Local/Grants.shtml
http://www.fletc.gov/
http://www.fss.gsa.gov/property/
http://www.fema.gov/
http://it.ojp.gov/index.jsp
http://www.ojp.usdoj.gov/nij/welcome.html
http://www.nlectc.org/virlib/InfoList.asp?strType=Funding
http://www.ojp.usdoj.gov/odp/grants/goals.htm
http://www.ojp.usdoj.gov/fundopps.htm
http://www.ojp.usdoj.gov/BJA/what/00mainantiterror.html
http://www.ojp.usdoj.gov/ovc/fund/welcome.html
http://fconline.fdncenter.org/
http://library.dialog.com/bluesheets/html/bl0026.html
http://www.iir.com/
http://www.ntia.doc.gov/top/
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